US009197416B2

a2 United States Patent
Eguchi

US 9,197,416 B2
Nov. 24, 2015

(10) Patent No.:
(45) Date of Patent:

(54) VERIFICATION APPARATUS,
VERIFICATION PROGRAM, AND
VERIFICATION METHOD

(71) Applicant: FUJITSU FRONTECH LIMITED,
Inagi-shi, Tokyo (IP)
(72) Inventor: Shinichi Eguchi, Inagi (JP)
(73) Assignee: FUJITSU FRONTECH LIMITED,
Tokyo (JP)
(*) Notice: Subject to any disclaimer, the term of this
patent is extended or adjusted under 35
U.S.C. 154(b) by 113 days.
(21) Appl. No.: 13/962,463
(22) Filed: Aug. 8, 2013
(65) Prior Publication Data
US 2013/0326229 Al Dec. 5,2013
Related U.S. Application Data
(63) Continuation of application No. PCT/JP2011/056608,
filed on Mar. 18, 2011.
(51) Imt.ClL
GO6F 21/32 (2013.01)
HO4L 9/32 (2006.01)
(52) US.CL
CPC ... HO4L 9/3231 (2013.01); GOGF 21/32
(2013.01)
(58) Field of Classification Search
CPC ........... GOGF 21/32; G0O7C 9/00071-9/00087,
GO7C 2009/00095; GO7C 9/00158
USPC e 713/186;382/115
See application file for complete search history.
(56) References Cited
U.S. PATENT DOCUMENTS
6,496,800 B1* 12/2002 Kongetal. ........c.c...... 704/239
8,677,139 B1* 3/2014 Kalocsai .....ccoeeerrennee 713/186
(Continued)

FOREIGN PATENT DOCUMENTS

EP 2199945 A2 6/2010
Jp 11-104112 A 4/1999
(Continued)
OTHER PUBLICATIONS

Salil Prabhakar, Anil K. Jain, Decision-level fusion in fingerprint
verification, Pattern Recognition, vol. 35, Issue 4, Apr. 2002, pp.
861-874.*

(Continued)

Primary Examiner — Jason K. Gee

Assistant Examiner — Zhimei Zhu

(74) Attorney, Agent, or [Firm — Westerman, Hattori,
Daniels & Adrian, LLP

(57) ABSTRACT
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tion unit acquires a plurality of biometric information pieces
from an object. A first verification unit calculates, as a veri-
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tion piece and a verification information piece, and compares
the calculated verification score with a first determination
value to determine whether the biometric information piece
matches the verification information piece. When the verifi-
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less stringent criterion than the first determination value. The
second verification unit compares the verification score with
the second determination value, and determines that the
match is confirmed when a plurality of biometric information
pieces satisfy the criterion defined by the second determina-
tion value.
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VERIFICATION APPARATUS,
VERIFICATION PROGRAM, AND
VERIFICATION METHOD

CROSS-REFERENCE TO RELATED
APPLICATION

This application is a continuation application of Interna-
tional Application PCT/JP2011/056608 filed on Mar. 18,
2011 which designated the U.S., the entire contents of which
are incorporated herein by reference.

FIELD

The present invention relates to a verification apparatus, a
verification program, and a verification method.

BACKGROUND

The human body has biometric information that identifies
an individual. Some types of biometric information are used
for identifying and authenticating an individual. For example,
it is known that biometric information that may be used for
authentication includes fingerprints, retina, iris, face, blood
vessels, deoxyribonucleic acid (DNA), and the like.

With the recent developments in biometric authentication
technologies, various types of individual authentication appa-
ratuses have become available. These apparatuses recognize
the features of a living body, that is, a part of the human body,
so0 as to authenticate an individual. For example, palm vein
authentication technology is used in transactions in bank
accounts, door security systems, log-in authentication in per-
sonal computers, and the like. In biometric authentication,
biometric information acquired upon authentication is veri-
fied against biometric information acquired upon registration
(registered template).

In order to improve the accuracy of authentication using
biometric information, it is preferable to acquire biometric
information of a certain level of accuracy each time authen-
tication is performed. However, acquired biometric informa-
tion is not always the same, and there is a change every time
acquisition is performed. Therefore, verification of biometric
information involves calculating a verification score that indi-
cates the similarity between a registered template and the
acquired biometric information, and comparing the calcu-
lated verification score with a determination value. There has
been proposed a verification apparatus capable of, even if
there is a change in the acquired biometric information, per-
forming verification with high accuracy by correcting a veri-
fication score (see, for example, Japanese Laid-open Patent
Publication No. 2008-40874).

However, since the amount of features contained in
acquired biometric information varies between individuals,
and the difficulty of authentication varies from user to user,
regardless of the scheme of authentication. Further, for
example, the amount of features that may be acquired from
the biometric information also varies with the surrounding
environment in which the biometric information is acquired,
such as temperature, humidity, outside light, the position of
the sensor, individual differences between sensors, and the
like.

Accordingly, authenticating a specific user (who inher-
ently has only a small amount of feature information, or who
is not familiar with authentication) may be more difficult than
authenticating other users. Similarly, authenticating a user in
a specific environment may be more difficult than in other
environments.
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One of the issues in authentication technology is to reduce
the difficulty in authenticating a user under such specific
conditions so as to increase the authentication rate and thus to
improve the usability.

SUMMARY

According to an aspect of the embodiments to be discussed
herein, there is provided a verification apparatus that includes
a memory configured to store a plurality of biometric infor-
mation pieces acquired from a living body; and one or more
processors configured to perform a procedure including: per-
forming first verification on one or more of the plurality of
biometric information pieces, using a preregistered verifica-
tion information piece and a first determination value, and
performing second verification on the plurality of biometric
information pieces having a predetermined relationship,
using the verification information piece and a second deter-
mination value which defines a less stringent criterion than
the first determination value, when the first verification fails.

The object and advantages of the invention will be realized
and attained by means of the elements and combinations
particularly pointed out in the claims.

It is to be understood that both the foregoing general
description and the following detailed description are exem-
plary and explanatory and are not restrictive of the invention.

BRIEF DESCRIPTION OF DRAWINGS

FIG. 1 illustrates the configuration of a verification appa-
ratus according to a first embodiment;

FIG. 2 illustrates an example of distribution of verification
scores of ordinary users calculated by the verification appa-
ratus according to the first embodiment;

FIG. 3 illustrates an example of distribution of verification
scores of certain users calculated by the verification apparatus
according to the first embodiment;

FIG. 4 illustrates the overview of a verification apparatus
according to a second embodiment;

FIG. 5 illustrates the hardware configuration of the verifi-
cation apparatus according to the second embodiment;

FIG. 6 illustrates the configuration of a sensor unit accord-
ing to the second embodiment;

FIG. 71is aflowchart of an authentication process according
to the second embodiment;

FIG. 8 is a flowchart of an attitude information acquisition
process according to the second embodiment;

FIG. 9 is a flowchart of a placement state determination
process according to the second embodiment;

FIG. 10 is a flowchart of a feature information extraction
process according to the second embodiment;

FIG. 11 illustrates feature information extraction per-
formed by the verification apparatus according to the second
embodiment;

FIG. 12 illustrates an example of feature information
extracted by the verification apparatus according to the sec-
ond embodiment;

FIG. 13 is a flowchart of a verification process according to
the second embodiment;

FIG. 14 illustrates an example of registered template table
according to the second embodiment;

FIG. 15 illustrates verification performed by the verifica-
tion apparatus according to the second embodiment;

FIG. 16 illustrates verification performed by the verifica-
tion apparatus according to the second embodiment;
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FIG. 17 illustrates exemplary verification results obtained
by the verification apparatus according to the second embodi-
ment; and

FIG. 18 is a flowchart of a redetermination process accord-
ing to the second embodiment.

DESCRIPTION OF EMBODIMENTS

Embodiments will be explained below with reference to
the accompanying drawings.

First Embodiment

First, a verification apparatus of a first embodiment will be
described with reference to FIG. 1. FIG. 1 illustrates the
configuration of the verification apparatus according to the
first embodiment.

A verification apparatus 1 acquires biometric information
from a living body, and verifies the acquired biometric infor-
mation against preregistered verification information. Bio-
metric information may be acquired from a living body, and
be used for identifying an individual.

The verification apparatus 1 includes a biometric informa-
tion acquisition unit 2, a first verification unit 3, and a second
verification unit 4. The biometric information acquisition unit
2 acquires a biometric information piece 8 from a biometric
information source part of a living body. The biometric infor-
mation acquisition unit 2 acquires a plurality of biometric
information pieces 8 by performing acquisition a plurality of
times. The biometric information acquisition unit 2 acquires
the plurality of biometric information pieces 8 from the same
object (the same biometric information source part) at difter-
ent timings.

The first verification unit 3 performs verification on the
biometric information piece 8, using a verification informa-
tion piece 6 and a first determination value 5. The first veri-
fication unit 3 calculates, as a verification score (similarity
score), the similarity between the biometric information
piece 8 and the verification information piece 6. The first
verification unit 3 compares the calculated verification score
with the first determination value 5 so as to determine whether
verification is successful, that is, so as to determine whether
the biometric information piece 8 used for verification
matches the verification information piece 6. Then, the first
verification unit 3 outputs the verification result. The verifi-
cation information piece 6 is a preregistered biometric infor-
mation piece, and is stored in a storage unit of the verification
apparatus 1 or a storage unit of an external device (such as a
computer, an IC card reader and writer, or the like, which is
connected for communication). In the case where there are a
plurality of biometric information pieces 8 and verification
information pieces 6, the first verification unit 3 may perform
verification on an arbitrary combination of biometric infor-
mation piece 8 and verification information piece 6.

In the case where the verification by the first verification
unit 3 has failed, the second verification unit 4 performs
verification on the plurality of biometric information pieces 8
having a predetermined relationship, using the verification
information piece 6 and a second determination value 7 which
defines a less stringent criterion than the first determination
value 5. The plurality of biometric information pieces 8 on
which the second verification unit 4 performs verification are
those rejected by the verification performed by the first veri-
fication unit 3. These plural biometric information pieces 8
have a predetermined relationship with a reduced risk of false
acceptance. For example, these plural biometric information
pieces 8 are information pieces that are ensured to have been
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acquired from the same living body. More specifically, these
plural biometric information pieces 8 are information pieces
that are acquired from continuously captured images of a
living body, or information pieces remaining after statisti-
cally irrelevant data are removed.

The second verification unit 4 compares the verification
score calculated by the first verification unit 3 with the second
determination value 7, and determines that the match is con-
firmed when a plurality of biometric information pieces 8
satisfy the criterion defined by the second determination
value 7. In this way, the second verification unit 4 evaluates a
plurality of biometric information pieces 8, and thereby pre-
vents the accuracy from lowering due to the determination
criterion for each biometric information piece 8 being less
stringent. Thus, the second verification unit 4 achieves the
overall target authentication accuracy of the verification
apparatus 1.

Accordingly, the verification apparatus 1 may increase the
authentication rate of a user whose authentication by the first
verification unit 3 is difficult, reduce the number of times that
the user retries a verification operation, and improve the
usability.

It is to be noted that the verification score is the degree of
similarity between the biometric information piece 8 and the
verification information piece 6 derived from a predeter-
mined derivation method, and any known method may be
used. Further, the first determination value 5 is a threshold
that is set on the basis of a target authentication accuracy of
the verification apparatus 1, that is, a false rejection rate
(FRR) and a false acceptance rate (FAR) that are acceptable.
The second determination value 7 is a threshold defining a
less stringent criterion than the first determination value 5.
When a less stringent determination criterion is used, the
determination of whether verification is successful is made
using a verification score indicating a degree of similarity less
than the first determination value 5. That is, the second deter-
mination value 7 is a threshold that indicates a lower false
rejection rate than the first determination value 5, and indi-
cates a higher false acceptance rate than the first determina-
tion value 5. In other words, the first determination value 5 is
athreshold for determining whether the user is a rightful user,
and the second determination value 7 is a threshold associated
with an increased risk of false acceptance.

It is to be noted that, according to the testing and reporting
method defined in ISO/IEC19795:2006, the false rejection
rate (FRR) and the false acceptance rate (FAR) in authenti-
cation that involves acquiring biometric information n times
are represented by the following expressions (1) and (2),
respectively. Further, retrying verification usually improves
the false rejection rate, but decreases the false acceptance
rate.

FRR(#)=FRR" o)

FAR(#)=FARx# 2)

However, it is known from experience that the expressions
(1) and (2) do not apply to the false rejection rate (FRR) and
false acceptance rate (FAR) of approximately 10% of the
users. The events of false rejection and false acceptance with
respect to these certain users are not only due to probabilistic
events, but also greatly due to other causes such as the
acquired biometric information being biased.

Examples of distribution of verification scores are illus-
trated in FIGS. 2 and 3. FIG. 2 illustrates an example of
distribution of verification scores of ordinary users calculated
by the verification apparatus according to the first embodi-
ment. FIG. 3 illustrates an example of distribution of verifi-
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cation scores of certain users calculated by the verification
apparatus according to the first embodiment. For example, the
verification scores of the ordinary users are distributed as
illustrated in FIG. 2, and a greater number of users pass the
verification using the first determination value.

On the other hand, the verification scores of the certain
users are distributed as illustrated in FIG. 3, and a relatively
large number of users are rejected by the verification using the
first determination value. These certain users have a certain
number of verification scores that are distributed between the
first determination value and the second determination value.
Therefore, in the case where such a user has a plurality of
scores in this range, even if the user passes the verification on
the basis of a certain reliability level, it is possible to achieve
the target authentication accuracy of the verification appara-
tus 1.

Accordingly, as for the users who are rightful but are
rejected by the verification, the verification apparatus 1 may
allow a part (for example, 50%) of these users to pass the
verification by the second verification unit 4.

Second Embodiment

Next, a more specific example of verification apparatus
will be described as a second embodiment. First, an overview
of'the verification apparatus will be described with reference
to FIG. 4. FIG. 4 illustrates the overview of the verification
apparatus according to the second embodiment. Although a
verification apparatus 10 that performs verification on the
basis of palm veins is illustrated as the verification apparatus
of the second embodiment, the present invention is not lim-
ited thereto. The verification apparatus may be implemented
as an apparatus that performs verification on the basis of the
features detected from other parts of a living body.

When authenticating a user, the verification apparatus 10
performs verification by comparing preregistered biometric
information (registered template) and biometric information
acquired by the verification apparatus 10. The verification
apparatus 10 is used when logging on to an information
system or the like.

The verification apparatus 10 includes a processing device
11, a display 12, and a sensor-unit-embedded mouse 14. The
verification apparatus 10 may further include a keyboard 13,
an integrated circuit (IC) card reader and writer 15, and the
like, as needed. The sensor-unit-embedded mouse 14 serves
as a mouse for receiving input operations, and includes a
sensor unit that captures a palm vein image. The sensor unit
includes an imaging device so as to capture a palm vein image
of'the user, and output the image to the processing device 11.
The IC card reader and writer 15 reads information from and
writes information into an IC card 16 of the user. The key-
board 13 and the sensor-unit-embedded mouse 14 receive
input operations.

The following describes a verification operation for palm
vein authentication performed by the verification apparatus
10. The user who requests authentication enters identification
information for identifying the user (for example, a user ID)
using the keyboard 13, the sensor-unit-embedded mouse 14,
orthe IC card reader and writer 15. The verification apparatus
10 presents the user with an authentication procedure on the
display 12, and prompts the user to input biometric informa-
tion for verification. The user inputs biometric information by
placing the hand over the sensor-unit-embedded mouse 14.
Then, the verification apparatus 10 having received a palm
vein image as biometric information verifies the input infor-
mation against a registered template. The registered template
may be acquired from a storage unit of the processing device
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11, a storage unit of an authentication server connected over
a network, or a memory of the IC card 16 of the user.

For example, in the case where the verification apparatus
10 is for personal use, the verification apparatus 10 acquires a
registered template from the storage unit of the processing
device 11 or a memory of the IC card 16 of the user.

Next, an exemplary hardware configuration of the verifi-
cation apparatus 10 of this embodiment will be described
with reference to FIG. 5. FIG. 5 illustrates the hardware
configuration of the verification apparatus according to the
second embodiment.

The entire operations of the verification apparatus 10 are
controlled by a central processing unit (CPU) 101 of the
processing device 11. The CPU 101 is connected to a random
access memory (RAM) 102, a hard disk drive (HDD) 103, a
communication interface 104, a graphic processor 105, and
an input and output interface 106 via a bus 107.

The RAM 102 temporarily stores at least part of the oper-
ating system (OS) program and application programs that are
executed by the CPU 101. The RAM 102 also stores various
types of data that are used for operations of the CPU 101. The
HDD 103 stores the OS and application programs.

The graphic processor 105 is connected to the display 12.
The graphic processor 105 displays an image on the screen of
the display 12 in accordance with an instruction from the CPU
101.

The input and output interface 106 is connected to the
keyboard 13, the sensor-unit-embedded mouse 14, and the IC
card reader and writer 15. Further, the input and output inter-
face 106 is connectable to a portable recording medium inter-
face that is capable of writing information into a portable
recording medium 110 and reading information from the
portable recording medium 110. The input and output inter-
face 106 transmits signals, which are transmitted from the
keyboard 13, the sensor-unit-embedded mouse 14, the IC
card reader and writer 15, and the portable recording medium
interface, to the CPU 101 via the bus 107.

The communication interface 104 is connected to a net-
work 18. The communication interface 104 transmits data to
and receives data from another computer that is connected
over a network.

With the hardware configuration described above, it is
possible to realize the processing functions of this embodi-
ment.

The processing device 11 may be formed of modules
including a field programmable gate array (FPGA) and a
digital signal processor (DSP), respectively, and may be con-
figured without including the CPU 101. In this case, the
processing device 11 includes a non-volatile memory (for
example, electrically erasable and programmable read only
memory (EEPROM), flash memory, flash-memory-based
memory card, or the like) and stores firmware of the modules.
The firmware may be written in the non-volatile memory via
the portable recording medium 110 or the communication
interface 104. In this way, the firmware of the processing
device 11 may be updated by rewriting the firmware stored in
the non-volatile memory.

Next, the sensor unit embedded in the sensor-unit-embed-
ded mouse 14 will be described with reference to FIG. 6. FIG.
6 illustrates the configuration of the sensor unit according to
the second embodiment.

A sensor unit 20 is disposed at a portion of the sensor-unit-
embedded mouse 14 which comes into contact with the palm
when the mouse is operated. The sensor unit 20 acquires a
palm vein image by capturing an image of the palm placed
over the sensor-unit-embedded mouse 14 without being in
contact therewith.
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The sensor unit 20 includes a controller 21, an imaging unit
22, a distance measurement unit 23, a storage unit 24, and a
communication unit 25.

The controller 21 performs overall control of the process-
ing units. The imaging unit 22 captures an image of a living
body as an imaging object so as to acquire image information.
The imaging unit 22 includes an image sensor (for example,
complementary metal oxide semiconductor (CMOS) sensor,
charge coupled device (CCD) sensor, or the like) that captures
an image of the living body, a condenser lens, and a plurality
of'near-infrared light-emitting diodes (LED) that irradiate the
imaging object. The near-infrared light-emitting diodes are
disposed around the image sensor, for example, and emit
near-infrared rays toward the imaging object (upward) such
that the image sensor captures an image of the imaging object
irradiated with the near-infrared rays. The imaging unit 22 is
capable of continuously capturing images of the imaging
object, and takes 15 frames per second, for example. The
speed of capturing images may be changed in the settings.
With regard to the timing of capturing images, the imaging
unit 22 may capture an image in accordance with the distance
to the imaging object on the basis of the output from the
distance measurement unit 23, regardless of time. It is to be
noted that the imaging unit 22 has a configuration suitable for
capturing images of palm veins. In the case of capturing
images of another part of the living body, such as iris or the
like, a configuration suitable for the imaging object may be
employed.

The distance measurement unit 23 acquires distance infor-
mation indicating the distance to the living body as an imag-
ing object. The storage unit 24 stores the image information
acquired by the imaging unit 22 and the distance information
acquired by the distance measurement unit 23 in association
with each other. The communication unit 25 is communicably
connected to the processing device so as to receive instruc-
tions from the processing device 11 and transmit the image
information and the distance information.

The image captured by the sensor unit 20 is an image
obtained by irradiating the living body (palm) as an imaging
object with near-infrared rays and capturing an image of a
reflection light therefrom. The hemoglobin in the red blood
cells flowing in the veins does not carry oxygen. Therefore,
this hemoglobin (reduced hemoglobin) absorbs near-infrared
rays at wavelengths near 700 through 1,000 nanometers.
Accordingly, when near-infrared rays are made incident on
the palm, reflection is weak only in the areas where veins are
present. Thus, the position of the veins may be identified on
the basis of the intensity of the reflected near-infrared rays.
Using a predetermined light source makes it easy to extract
feature information from the captured image, but the captured
image becomes an achromatic image.

Next, an authentication process performed by the process-
ing device 11 will be described with reference to FIG. 7. FIG.
7 is a flowchart of an authentication process according to the
second embodiment. The processing device 11 executes an
authentication process in response to an authentication
request received from the user.

(Step S11) The processing device 11 requests the sensor-
unit-embedded mouse 14 for image information pieces (bio-
metric images) of a palm vein image to be used for verifica-
tion. The sensor-unit-embedded mouse 14 continuously
captures images of the living body as an imaging object so as
to acquire a plurality of image information pieces. Upon
capturing an image of the living body, the sensor-unit-embed-
ded mouse 14 measures the distance to the imaging object,
and generates distance information of the imaging object. The
sensor-unit-embedded mouse 14 alternately performs dis-
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tance measurement and image capture. The sensor-unit-em-
bedded mouse 14 outputs, to the processing device 11, the
plurality of image information pieces and distance informa-
tion pieces generated before and after capture of each image
information piece. For example, in the case where the sensor-
unit-embedded mouse 14 captures 10 biometric images in a
predetermined time period (for example, 1 second), the sen-
sor-unit-embedded mouse 14 outputs 10 image information
pieces and 11 (=10+1) distance information pieces. The pro-
cessing device 11 acquires, from the sensor-unit-embedded
mouse 14, the plurality of image information pieces and the
distance information pieces generated before and after cap-
ture of each image information piece.

(Step S12) The processing device 11 performs an attitude
information acquisition process for acquiring palm attitude
information from the acquired image information piece, and
determining whether the attitude of the palm is appropriate
for use in verification. The details of the attitude information
acquisition process will be described below with reference to
FIG. 8.

(Step S13) The processing device 11 performs a placement
state determination process for determining based on the
acquired image information pieces and distance information
whether the acquired image information pieces are acquired
from a continuous palm placing motion. The details of the
placement state determination process will be described
below with reference to FIG. 9.

(Step S14) The processing device 11 performs a feature
information extraction process for extracting a feature infor-
mation piece from the acquired image information piece. The
details of the feature information extraction process will be
described below with reference to FIGS. 10 through 12.

(Step S15) The processing device 11 performs a verifica-
tion process for verifying the extracted feature information
piece against a registered template. The details of the verifi-
cation process will be described below with reference to
FIGS. 13 through 17.

(Step S16) As a result of the verification process, if the
processing device 11 determines that the verification has suc-
ceeded (verification: SUCCESS), the process proceeds to
step S20. If the verification has failed (verification: FAIL-
URE), the process proceeds to step S17.

(Step S17) The processing device 11 performs a redeter-
mination process for performing redetermination on the
image information pieces that are rejected in the verification
process. In the redetermination process, although verification
is performed using a less stringent determination criterion
than that of the verification process, since determination is
performed on a plurality of image information pieces, the
authentication accuracy is prevented from lowering. The
details of the redetermination process will be described below
with reference to FIG. 18.

(Step S18) As a result of the redetermination process by the
processing device 11, if the verification has succeeded, the
process proceeds to step S20. If the verification has failed, the
process proceeds to step S19.

(Step S19) The processing device 11 determines whether to
retry verification. Determination of whether to perform a
retry is made when the attitude of the palm is determined not
to be appropriate for use in verification in the attitude infor-
mation acquisition process; when the image information
pieces are determined not to be acquired from a continuous
hand placing motion in the placement state determination
process; and when verification fails in the redetermination
process. It is to be noted that the processing device 11 per-
forms a retry if the number of times of retry is less than a
predetermined number of times, and does not perform a retry
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if the number of times of retry has reached the predetermined
number of times. If the processing device 11 determines to
retry verification, the process proceeds to step S11. On the
other hand, if the processing device 11 determines not to retry
verification, the process proceeds to step S21.

(Step S20) In response to the successtul verification, the
processing device 11 determines that the user is authenti-
cated, and performs an operation that is needed in response to
the successful authentication. Then, the authentication pro-
cess ends.

(Step S21) In response to the failed verification, the pro-
cessing device 11 determines that the user is rejected, and
performs an operation that is needed in response to the failed
authentication. Then, the authentication process ends.

In this way, while maintaining a predetermined level of
authentication accuracy, the verification apparatus 10 may
increase the authentication rate of a user whose authentica-
tion by a verification process is difficult, by performing a
redetermination process. Thus, the verification apparatus 10
reduces the number of times that the user retries a verification
operation, and improves the usability.

It is to be noted that, although the processing device 11 is
configured to acquire a plurality of image information pieces
of the living body that are continuously captured by the sen-
sor-unit-embedded mouse 14, the processing device 11 may
be configured to acquire a plurality of image information
pieces that are captured at the same time by a plurality of
sensor units. In this case, the verification apparatus 10 may
include a plurality of sensor units in place of the sensor-unit-
embedded mouse 14. Alternatively, the verification apparatus
10 may be configured such that the sensor unit of the sensor-
unit-embedded mouse 14 includes a plurality of imaging
devices so as to acquire a plurality of image information
pieces at the same time.

In this way, the verification apparatus 10 may easily ensure
that the imaging objects of the plurality of image information
pieces are identical to each other.

Next, an attitude information acquisition process per-
formed by the processing device 11 will be described with
reference to FIG. 8. FIG. 8 is a flowchart of an attitude
information acquisition process according to the second
embodiment. The processing device 11 acquires, from the
sensor-unit-embedded mouse 14, a plurality of image infor-
mation pieces and distance information pieces generated
before and after capture of each image information piece, and
performs an attitude information acquisition process.

(Step S31) The processing device 11 extracts a palm region
from each of the acquired image information pieces. For
example, extraction of a palm region is performed by bina-
rizing the image information piece and then performing mor-
phology contour extraction. It is to be noted that extraction of
a palm region may be performed by any other method than
morphology contour extraction.

(Step S32) The processing device 11 calculates a distance
value of each pixel in the palm region extracted from each of
the acquired image information pieces. For example, the dis-
tance value of each pixel in the palm region may be calculated
from the luminance value of each pixel in the palm region in
the captured image, on the basis of the relationship between
luminance and distance.

(Step S33) The processing device 11 calculates the attitude
information of the palm using plane approximation. Calcula-
tion of attitude information is performed by recognizing the
palm as a plane (plane approximation). The processing device
11 calculates, as attitude information, the inclination angles
of'the approximated plane in the horizontal and vertical direc-
tions on the basis of the distance value of each pixel.
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(Step S34) The processing device 11 calculates the incli-
nation angles of the approximated plane in the horizontal and
vertical directions for each of the continuously acquired
image information pieces.

(Step S35) The processing device 11 determines whether
the calculated inclination angles are in an effective range. For
example, the processing device 11 determines that the image
information piece is valid if each of the inclination angles of
the approximated plane in the horizontal and vertical direc-
tions is within a range of plus or minus 15 degrees, and
determines that the image information piece is invalid if the
inclination is excessively large.

If the processing device 11 determines that, in all the con-
tinuously acquired image information pieces, the inclination
angles of the approximated plane in the horizontal and verti-
cal directions are within the effective range, the attitude infor-
mation acquisition process ends. On the other hand, if the
processing device determines that the continuously acquired
image information pieces include an image information piece
in which the inclination angles of the approximated plane in
the horizontal and vertical directions are out of the effective
range, the process proceeds to step S36.

(Step S36) The processing device 11 outputs a guidance
message for guiding the palm to an appropriate position. The
guidance message is output by displaying guidance on the
display 12. The guidance message may be an audio message
output from a speaker (not illustrated). After the processing
device 11 outputs the guidance message, the attitude infor-
mation acquisition process ends.

In this way, the verification apparatus 10 may correct the
inappropriate attitude of the palm to an appropriate attitude.
Thus, the verification apparatus 10 may acquire, as an image
information piece to be used for verification, an image infor-
mation piece in which the palm is in an appropriate attitude.

It is to be noted that, although the processing device 11 is
configured to output a guidance message if any of the con-
tinuously acquired image information pieces are out of the
effective range, the processing device 11 may be configured
not to output a guidance message if a predetermined number
of consecutive image information pieces of the continuously
acquired image information pieces are in the effective range.
For example, the processing device 11 may be configured not
to output a guidance message if eight consecutive image
information pieces of the ten continuously acquired image
information pieces are in the effective range.

Next, a placement state determination process performed
by the processing device 11 will be described with reference
to FIG. 9. FIG. 9 is a flowchart of a placement state determi-
nation process according to the second embodiment. The
processing device 11 performs a placement state determina-
tion process for determining whether the plurality of image
information pieces acquired from the sensor-unit-embedded
mouse 14 are acquired from a continuous palm placing
motion.

(Step S41) The processing device 11 determines whether
imaging objects of a plurality image information pieces (bio-
metric images) are identical to each other. In other words, the
processing device 11 determines whether the hand of a same
person is continuously placed over the sensor-unit-embedded
mouse 14.

More specifically, the processing device 11 calculates the
distance to the palm at the time each image information piece
is captured, on the basis of the image information pieces and
the distance information pieces acquired from the sensor-
unit-embedded mouse 14. The processing device 11 deter-
mines whether there is no discontinuity in the time interval in
which the image information pieces are captured, on the basis
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of the distances corresponding to the image information
pieces. For example, in the case where the difference between
the distances corresponding to two consecutive image infor-
mation pieces is greater than a predetermined threshold, the
processing device 11 determines that there is no continuity
between the two consecutive images information pieces, that
is, the two consecutive image information pieces are not
generated from a continuous hand placing motion.

It is to be noted that determination of whether the imaging
objects are identical may be performed on the basis of the
shape of the hand, position (horizontal direction), orientation,
angle, and the like.

(Step S42) If the processing device 11 determines that the
imaging objects of the plurality of image information pieces
are identical, the process proceeds to step S43. If the imaging
objects are not identical, the process proceeds to step S44.

(Step S43) The processing device 11 affirms that the imag-
ing objects of the plurality of image information pieces are
identical. Thus, the placement state determination process
ends.

(Step S44) The processing device 11 denies that the imag-
ing objects of the plurality of image information pieces are
identical. Thus, the placement state determination process
ends.

In this way, the verification apparatus 10 prevents biomet-
ric information of another person generated intentionally or
accidentally from being accepted. It is to be noted that the
verification apparatus 10 may omit the placement state deter-
mination process if the imaging objects of a plurality of image
information pieces have been ensured to be identical to each
other based on the environment in which the images of the
living body are captured. For example, the verification appa-
ratus 10 may omit the placement state determination process
if a sensor unit is provided that captures the image of a living
body while holding the living body in a fixed state, or if the
verification apparatus 10 is used in an environment in which
athird party monitors the image capturing of the living body.

Next, a feature information extraction process performed
by the processing device 11 will be described with reference
to FIGS. 10 through 12. FIG. 10 is a flowchart of a feature
information extraction process according to the second
embodiment. FIG. 11 illustrates feature information extrac-
tion performed by the verification apparatus according to the
second embodiment. FI1G. 12 illustrates an example of feature
information piece extracted by the verification apparatus
according to the second embodiment. The processing device
11 performs a feature information extraction process for
extracting a feature information piece from each of the
acquired image information pieces.

(Step S51) The processing device 11 extracts a palm region
31 from a hand 30 (see FIG. 11) as the imaging object in each
of' the plurality of image information pieces (biometric infor-
mation pieces). The processing device 11 may extract the
palm region 31 in the same manner as in step S31 of the
attitude information acquisition process.

(Step S52) The processing device 11 extracts a vein pattern
32 from the extracted palm region 31.

(Step S53) The processing device 11 binarizes the
extracted vein pattern 32 so as to generate a binarized vein
pattern image 35 (see FIG. 12). Thus, the feature information
extraction process ends.

The thus obtained binarized vein pattern image is verified
as feature information against the registered template. It is to
be noted that binarization of the vein pattern 32 is normaliza-
tion of feature information for facilitating comparison and
verification with the registered template. A normalization
operation may be an operation other than binarization, such as
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thinning or the like, or may be a combination of a plurality of
operations such as binarization and thinning.

Next, the authentication process performed by the process-
ing device 11 will be described with reference to FIGS. 13
through 17. FIG. 13 is a flowchart of a verification process
according to the second embodiment. FIG. 14 illustrates an
example of registered template table according to the second
embodiment. FIG. 15 illustrates verification performed by the
verification apparatus according to the second embodiment.
FIG. 16 illustrates verification performed by the verification
apparatus according to the second embodiment. FIG. 17 illus-
trates exemplary verification results obtained by the verifica-
tion apparatus according to the second embodiment. The
processing device 11 performs a verification process for veri-
fying an extracted feature information piece against a regis-
tered template.

(Step S61) The processing device 11 acquires, as a verifi-
cation object record, a feature information piece of one of the
plurality of image information pieces which is generated in
the feature information extraction process.

(Step S62) The processing device 11 acquires a feature
information piece of a registered template, as a template
record. More specifically, one or more template records are
registered for each user in a registered template table 310 (see
FIG. 14). For example, for the user ID “0001”, “FEATURE
0001-17, “FEATURE 0001-27, . . ., and “FEATURE 0001-
M” are registered as template records (feature information
pieces). In the case where there are a plurality of feature
information pieces that are registered as templates, the pro-
cessing device 11 acquires one of the feature information
pieces.

(Step S63) The processing device 11 superimposes one
feature information piece subject to verification and one fea-
ture information piece registered as a template. More specifi-
cally, as illustrated in FIG. 15, the feature information piece
subject to verification and the feature information piece reg-
istered as a template are superimposed in a manner such that
a verification image 36 and a template image 37 are superim-
posed so as to obtain a superimposed image 38.

(Step S64) The processing device 11 calculates a distance
value of each feature point in the feature information piece
subject to verification and the feature information piece reg-
istered as a template. More specifically, as illustrated in FIG.
16, the processing device 11 traces a vein image (verification
image) 40, and calculates a distance value of each feature
point to a proximal point of a vein image (template image) 42.
A distance value L, between a feature point (verification
image) 41 and a feature point (template image) 43 is repre-
sented by the following expression (3):

LY@y 6

where Ax is the difference in x-component, and Ay is the
difference in y-component.

Inthis way, the processing device 11 calculates the distance
values of all the feature points in the verification image 36.

(Step S65) The processing device 11 calculates a statistic
for the calculated distance values. More specifically, in the
case where there are n feature points, the processing device 11
calculates a sum Ls using an expression (4), calculates a mean
value Lm using an expression (5), and calculates a variance
V2 using an expression (6). It is to be noted that calculation of
a variance V> may be performed only when an expression (7)
is satisfied. In this way, the processing device 11 may calcu-
late a variance only for feature points having a large variance,
that is, points where the displacement between the vein pat-
terns is equal to a predetermined value ¢ or greater. Thus, the
processing device 11 may exclude the verification results



US 9,197,416 B2

13

obtained from poor extraction results due to noise, the attitude
of the placed hand, or the like, from evaluation.
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(Step S66) The processing device 11 calculates a verifica-
tion score on the basis of the calculated statistic. The verifi-
cation score is an index for evaluating the similarity of a
feature information piece subject to verification to a feature
information piece registered as a template, and is represented
by a value in the range from O to 1,200. The greater the
verification score is, the higher the similarity of the feature
information piece subject to verification to the feature infor-
mation piece is. FIG. 17 illustrates an example of verification
scores calculated in the manner described above. For
example, the verification result number “0001” has a verifi-
cation score “478”.

(Step S67) The processing device 11 compares the calcu-
lated verification score with a first determination value. If the
processing device 11 determines that the calculated verifica-
tion score is equal to or greater than the first determination
value, the process proceeds to step S71. If the calculated
verification score is less than the first determination value, the
process proceeds to step S68.

The first determination value is a threshold that is set on the
basis of a target authentication accuracy of the verification
apparatus 10, that is, a false rejection rate (FRR) and a false
acceptance rate (FAR) that are acceptable. For example, the
first determination value is set to “500”.

(Step S68) The processing device 11 determines whether
there is a template record against which verification of the
feature information piece acquired in step S61 is not yet
performed. If the processing device 11 determines that there
is a template record against which verification is not yet
performed, the process proceeds to step S62. If there is no
template record against which verification is not yet per-
formed, the process proceeds to step S69.

For example, in the case of the user ID “0001”, the pro-
cessing device 11 determines whether verification is per-
formed against all the template records: “FEATURE 0001-
17, “FEATURE 0001-2”, .. ., and “FEATURE 0001-M”. In
this way, if there are m template records, the processing
device 11 performs verification m times for one feature infor-
mation piece subject to verification, and obtains m verifica-
tion results.

(Step S69) The processing device 11 determines whether,
among the plurality of image information pieces, there is a
feature information piece that is not acquired as a verification
object record. If the processing device 11 determines that
there is a verification object record on which verification is
not yet performed, the process proceeds to step S61. If there
is no verification object record on which verification is not yet
performed, the process proceeds to step S70.

(Step S70) The processing device 11 determines that the
verification using the first determination value has failed
(verification: FAILURE). Thus, the verification process ends.
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(Step S71) The processing device 11 determines that the
verification using the first determination value has succeeded
(verification: SUCCESS). Thus, the verification process
ends.

In this way, in the case where the verification using the first
determination value has failed, the processing device 11
obtains verification results of a plurality of combinations of
verification object record and template record. For example,
in the case where n image information pieces are continu-
ously acquired from the user ID “0001”, verification is per-
formed m times for each of feature information pieces gen-
erated from the respective image information pieces, so that a
maximum of mxn verification results are obtained.

As illustrated in verification results 300, the processing
device 11 attaches a verification result number to each of the
thus obtained verification results. Then, the processing device
11 stores a verification score and a distance variance for each
verification result number. The verification results 300 illus-
trate an example in which there are three template records and
three image information pieces. In the verification results
300, since there are three template records and three image
information pieces, there are 9 (=3x3) verification results.

It is to be noted that, although the processing device 11
performs verification using m templates records, verification
may be performed using a single template. Alternatively, in
the case where there are m template records, the processing
device 11 may perform verification using j (jsm) template
records.

Next, a redetermination process performed by the process-
ing device 11 will be described with reference to FIG. 18.
FIG. 18 is a flowchart of a redetermination process according
to the second embodiment. The processing device 11 per-
forms a redetermination process for performing redetermina-
tion for image information pieces that are rejected in the
verification process.

(Step S81) The processing device 11 acquires, as a rede-
termination object record, one of verification results that are
rejected in the verification process.

(Step S82) The processing device 11 compares the verifi-
cation score of the verification result subject to redetermina-
tion with a second determination value. If the processing
device 11 determines that the verification score of the verifi-
cation result subject to redetermination is equal to or greater
than the second determination value, the process proceeds to
step S86. If the verification score of the verification result
subject to redetermination is less than the second determina-
tion value, the process proceeds to step S83.

The second determination value is a threshold that is set on
the basis of an authentication accuracy that is not acceptable
by the verification apparatus 10, that is, false rejection rate
(FRR) and false acceptance rate (FAR) that are unacceptable.
For example, the second determination value is set to “350”.
The second determination value is based on a less stringent
criterion than that of the first determination value. In this
embodiment, the first determination value is greater than the
second determination value.

(Step S83) The processing device 11 invalidates the veri-
fication result subject to redetermination. Invalidation of such
a verification result subject to redetermination makes it pos-
sible to remove instable verification results and thereby to
improve the accuracy of redetermination.

(Step S84) The processing device 11 determines whether,
among the verification results that are rejected in the verifi-
cation process, there is a verification result on which redeter-
mination is not performed. If the processing device 11 deter-
mines that there is a wverification result on which
redetermination is not performed, the process proceeds to
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step S81. If there is no verification result on which redeter-
mination is not performed, the process proceeds to step S85.

(Step S85) The processing device 11 determines that the
redetermination has failed (verification: FAILURE). Thus,
the redetermination process ends.

(Step S86) The processing device 11 compares the distance
variance of the verification result subject to redetermination
with a third determination value. The third determination
value (variance determination threshold) is a preset value, and
is a statistically calculated distance variance value that is
associated with a predetermined risk of false acceptance. In
this embodiment, the third determination value is set to
“4,800”.

The processing device 11 stores a comparison result
between the distance variance of the verification result sub-
ject to redetermination and the third determination value, in
the verification results 300 as a variance determination result.
The processing device 11 stores “YES” in the verification
results 300 if the distance variance of the verification result
subject to redetermination is equal to or greater than the third
determination value, and stores “NO” in the verification
results 300 if the distance variance of the verification result
subject to redetermination is less than the third determination
value.

(Step S87) If the processing device 11 determines that the
distance variance of the verification result subject to redeter-
mination is equal to or greater than the third determination
value, the process proceeds to step S83, in which the process-
ing device 11 invalidates the verification result whose dis-
tance variance is equal to or greater than the third determina-
tion value. On the other hand, if the distance variance of the
verification result subject to redetermination is less than the
third determination value, the process proceeds to step S88.

In this way, in the case where the distance variance of a
verification result subject to redetermination is equal to or
greater than the third determination value, the verification
apparatus 10 invalidates the verification result, and thus pre-
vents false acceptance of a user having similar features.

(Step S88) The processing device 11 calculates the reliabil -
ity of the verification result subject to redetermination, using
an expression (8).

S=(M-TH2)/(TH1-TH2) ®

where S, is the reliability of the i-th verification result; M, is
the verification score of the i-th result; TH1 is the first deter-
mination value; and TH2 is the second determination value.

Further, the processing device 11 calculates the cumulative
reliability of the verification results that have been subject to
redetermination, using an expression (9). For example,
according to the verification results 300, the reliability S, of
the verification result number “0001” is “85.333%”, and the
cumulative reliability S is “85.333% (=1-(1-0.853))”. Fur-
ther, the reliability S of the verification result number “0003”
is “26.000%”, and the cumulative reliability S is “89.147%
(=1-(1-0.85333)(1-0.26000))”. In this way, if there are i
verification results that have been subject to redetermination,
the cumulative reliability is calculated on the basis of 1 reli-
abilities.

5=1-(1-S)(1-5,) . .. (1=, )x(1-5,) ©)

(Step S89) If the processing device 11 determines that the
cumulative reliability of the verification results that have been
subject to redetermination is equal to or greater than a fourth
determination value, the process proceeds to step S90. If the
cumulative reliability of the verification results that have been
subject to redetermination is less than the fourth determina-
tion value, the process proceeds to step S84.
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The fourth determination value (reliability determination
threshold) is a preset value. In this embodiment, the fourth
determination value is set to “99.000%”.

(Step S90) The processing device 11 determines that the
verification using the fourth determination value has suc-
ceeded (verification: SUCCESS). Thus, the redetermination
process ends. According to the fourth determination value
©99.000%” in the verification results 300, when redetermina-
tion is performed on the verification result number “0006”,
the obtained cumulative reliability is “99.973%”, and hence
the processing device 11 determines that the verification has
succeeded.

In this way, in the case where the imaging objects of the
plurality of image information pieces are ensured to be iden-
tical, the verification apparatus 10 performs redetermination
on a set of reliabilities calculated from the verification scores
of'the verification results so as to improve the accuracy of user
authentication.

It is to be noted that although the processing device 11
acquires redetermination object records in verification result
number order, the processing device 11 may acquire redeter-
mination object records after sorting the records by verifica-
tion score or distance variance.

It is to be noted that the verification apparatus 10 may be
implemented as an automated teller machine (ATM) installed
in a financial institution, and a verification apparatus of a
room access control system installed at the entrance of a
room.

The above-described processing functions may be imple-
mented on a computer. In this case, a program describing the
functions of each device is provided. The computer executes
the program, so that the above-described processing func-
tions are implemented on the computer. The program may be
stored in a computer-readable recording medium (including a
portable recording medium). Examples of computer-readable
recording media include magnetic storage devices, optical
discs, magneto-optical storage media, semiconductor memo-
ries, and the like. Examples of magnetic storage devices
include hard disk drives (HDDs), flexible disks (FDs), mag-
netic tapes, and the like. Examples of optical discs include
digital versatile discs (DVDs), DVD-RAMs, CD-ROMs,
compact disc-recordable/rewritables (CD-R/RWs), and the
like. Examples of magneto-optical storage media include
magneto-optical disks (MOs) and the like.

Portable storage media, such as DVD and CD-ROM, are
used for distribution of the program. Further, the program
may be stored in a storage device of a server computer so as
to be transmitted from the server computer to other computers
via a network.

A computer which is to execute the program stores, in its
storage device, the program recorded on a portable storage
medium or the program transmitted from a server computer.
Then, the computer reads the program from its storage device
and performs processing in accordance with the program. The
computer may read the program directly from the portable
recording medium, and execute processing in accordance
with the program. Alternatively, the computer may sequen-
tially receive the program from the server computer and
execute processing in accordance with the received program.

It is to be noted that although the palm is illustrated as the
body surface in the above embodiments, the body surface is
not limited thereto and may be the surface of any part of the
body. For example, the body surface may be of the sole of the
foot, finger, toe, the back of the hand, the instep of the foot,
wrist, arm, and the like.

In the case where the information on veins is used for
biometric authentication, the body surface may be the surface
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of any part where veins are observable. It is advantageous to
acquire biometric information from the surface of a body part
whose location is identifiable. For example, in the case where
biometric information is acquired from the palm or the face,
it is possible to identify the location from which the biometric
information is acquired, on the basis of the acquired image.

Further, the biometric information to be used for authenti-
cation is not limited to information on veins, and may include
other types of information such as information on finger-
prints, handprints, and the like.

The above-described verification apparatus, verification
program, and verification method are capable of reducing the
difficulty in authenticating a user under specific conditions so
as to increase the authentication rate and thus to improve the
usability.

All examples and conditional language provided herein are
intended for the pedagogical purposes of aiding the reader in
understanding the invention and the concepts contributed by
the inventor to further the art, and are not to be construed as
limitations to such specifically recited examples and condi-
tions, nor does the organization of such examples in the
specification relate to a showing of the superiority and infe-
riority of the invention. Although one or more embodiments
of the present invention have been described in detail, it
should be understood that various changes, substitutions, and
alterations could be made hereto without departing from the
spirit and scope of the invention.

What is claimed is:

1. A verification apparatus comprising:

amemory configured to store a plurality of biometric infor-
mation pieces acquired from a same biometric informa-
tion source part; and

one or more processors configured to perform a procedure
including:

performing first verification on one of the plurality of bio-
metric information pieces, using a preregistered verifi-
cation information piece and a first determination value,
and

performing second verification on the plurality of biomet-
ric information pieces having a predetermined relation-
ship, using the verification information piece and a sec-
ond determination value which defines a less stringent
criterion than the first determination value, when the first
verification fails.
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2. The verification apparatus according to claim 1, wherein
the performing second verification includes determining that
the verification has succeeded when there are a plurality of
biometric information pieces that do not satisfy the first deter-
mination value but satisfy the second determination value.

3. The wverification apparatus according to claim 2,
wherein:

the procedure further includes determining whether the

plurality of biometric information pieces are acquired
from a same person; and

the performing second verification includes performing

verification on the plurality of biometric information
pieces that are determined to be acquired from a same
person.

4. The verification apparatus according to claim 1, wherein
the plurality of biometric information pieces are acquired
from a same person.

5. A non-transitory computer-readable storage medium
storing a verification program, the verification program caus-
ing a computer to perform a procedure comprising:

performing first verification on one of a plurality of bio-

metric information pieces acquired from a same biomet-
ric information source part, using a preregistered verifi-
cation information piece and a first determination value;
and

performing second verification on the plurality of biomet-

ric information pieces having a predetermined relation-
ship, using the verification information piece and a sec-
ond determination value which defines a less stringent
criterion than the first determination value, when the first
verification fails.

6. A verification method comprising:

performing, by a processor, first verification on one of a

plurality of biometric information pieces acquired from
a same biometric information source part, using a pre-
registered verification information piece and a first
determination value; and

performing, by the processor, second verification on the

plurality of biometric information pieces having a pre-
determined relationship, using the verification informa-
tion piece and a second determination value which
defines a less stringent criterion than the first determi-
nation value, when the first verification fails.
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